APPA Privacy Awareness Week 2011 social media survey [English language version]

% of Number of
Respondents | Respendents &

What country do you live in?

46.80%

Other B 1.95%
7 Number of responden ts. 26-71 .
Number af respondents wha skipped thls questlon 378

.Is there anythmg that you would llke to teII us about your personal experience of onlme socaal networkmg'? Piease do not use ; :

I think my blggest concern Is not what the actual networkmg 5|te can do W|th your informatlon (because you can coratro[ some of this information by
providing limited data or you can choose not to continue being a member of the site) BUT the data that can be extracted by third parties without your
. knowledge and the networking/social media site's knowledge. I have heard that there is software and systems that are being developed that can
extract data from Facebook without your knowledge and facebook's knowledge. These organisations can be potential employers ete seeking
_ _|nformatlon about individuals. My biggest concern is that the rumours are true

! : -bhe T'dnot trust “with ‘privaté information
T don't know how to use the facebook; but Tam haDDY to he in touch with my family and friends that lives far away. Also,
them_ and__rernember Sqmetlmes, I like to see my baby nephew or nices in pictures,

y.face nge 1y S L ' -
10 As a school teacher it is my exper;ence “that studnts who have aduit contacts on thew socaal media sites have much better privacy settings than those
; Whﬁ don‘t et e

) .There is an |dea that somal networkmg should on|y i':e used fer positive experlences as |f the |dea of criticising or hlghllghtlng a negatwe experience is
' frowned upon_because it is so public, This almo: 'S V what you read on these si

Dislike the pomt that apparent[y photos you post on Facebook ‘then becomme the property of facebook. Who knows where that photo W|II be used, if
. that is the case, that they now own that photo. If that is the case, they should be asking permission, to use the photo in anything.. just like Getty

ouch with’ frlends an famlly, im not |nto ‘blogging:

Seme people keep a running commentary of their lives on facebook. It would make it easy for people to ﬁnd out infesmation ko use for thlngs such as
. identity theft, or for stalking. I know those are extreme examples but some peopie actually give information about their location on social networking

sites on an almost hourly basis,

24' The ‘social network sites start oFE weII then get {0 wanting more'mforrnatlun, sendlng spam. probable revenue gathenng for themselves Annoylng and
° makes one move on to the next sort of networking. - :

Itend to only use somal medra{networkmg sntes wnth a reasonab!y good record (e. g' Twntter Linkedin). While 1 do have a Facebaok aceount, it uses a
©_pseudonym because that compan has proven nsel_f complete!y untrustworth
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"1 have achild who is a minor and when I epload puctures of groups of children T am terrified some parent witl subseqentiy say they didnt gwe
" permission. Even with the best of intent it is a r_nmeﬁeld

o S, ence to Its’ somethlng T would, warn others of. .
I think it is just wise to be carefut when using so(:IaI networklng sites. Because sometimes people whom you do not want to !ook at your detalls @n

Some sites make it very difficult to tune your privacy controls. I am very IT lierate and stilt find Facebook in particular very confusing. Your survey
44, should acknowledge that many people use multtple sites for different reasons eg one for sccial, one for professional, and may have multiple accounts.
It would be |nterest|ng to kn

rand 'sornethmg ‘shotlld be'dona’ about it.I'also feel that people ‘still'arent educated enctigh’ when it comes to onllne scams “and ‘scammers
L1 have only altered my pnvacy settmgs when aierted by frlends of how to change to protect prlvacy

networks are a means for. peop[e acce55|ng info about others W|thout their, knowledge which’can be a dangerous thin
from my experience I have found the younger generation 18-30 tend to use the privacy controls less and believe that way too much personal
_information eg. photos whereaboum JInterests, status etc is out there feralltosee

“really used i1 hate the |dea of my personal nnformatlon hemg'out "there" - Ch i
Social networiung sites are great for keeping in contact with friends, marketmg my small business and playlng garnes Definatety an all round great
. expenence onhne, _and the first thlng Igoto wh_en Igo online. e,

3ust need to be careful there Is always someone watchmg

o copped a lot'of abiise from: people I domg this!!

. Ive never used an actual onlme sot:Ial networklng snte, a[though Google Buzz has been used Gmalt Chat has been used as weII

regardlng me, “but T regard that a5 an-acceptable nisk | 'fot using tha st ; e
1 do not use social networks, due to security concerns, amongst taklng cther dlg|tal/med|a and internet precautions. Tam happy NOT to have all of my :
) pnvate life 'out there' for others to gossip about or to make shallow Judgmenfs about 1 LI](E 1'[‘I Privacy |s such_a valuable commadity these days.

SUsin to locate me..
. Never used it

" Idon t tru'st ao'c'.i'a‘!" networksng s:tes so Idont use etn IF nd 'i't rather horrif'ving' JUSt w n-mth oe onal info one oan ﬁnd o"ut abo 't’ota'i
’ through facebook when I don't even belong to'facebo Koo

possible . do ‘Wit their mformation :
Apart from my name, every personal detail I give social networking sites is false, since there is no way IU trust them. Who cares what they do with
*_false information?

-;.-._safety settings. =
Privacy is bunkum. The concept that mdwudua!s have a right to pnvacy is also bunkum. People need to Iearn that if they share information it will
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become public, therefore it is up to them - not a sodial network - to decide what they reveal online. The wish of older generations to protect their
'privacy' through ignorance - wanting to pretend they actually have privacy - is being replaced by a more. Pragmatic view from younger people -

70. making choices on how to resent themselves online in order to represent the persona they wish public. More personal awareness, responsibility and
brand management and tess mindless acceptance that the state wil protect them. Note this doesn't take away from the need to punish inappropriate
use of information where an individual has a contract with a service, it simply means people are more aware and in personal control of their privacy

in the past the state legislated. Be aware, not alarmed. -
H 'C.|al network asT'ama very. pnvate person only share with’ people ‘who are close to'me. Mostly faceto face, or via email as't do not hav
v privacy whilst using the phone at ‘work: My business is no-one else’s biisinéss unless I spedifically choose to share’ ‘share it.

. There are too rnany scammers on sor:laE networkmg sees

thlng throtgh the real life connection’ because it i fairly distant but it's splashed Al éver ‘my.facebook page whether T'warit to knaw of not :
. Too many |nV|tat|ons to ]OIFI other srtes whrch are usua!ly declmed

. Apas
: _exposed to the stupldlty of people expasing. themselves literally and divulging pnvate mformatlon ‘which Ieads ‘to stalking,. identity theft et :
Facebook is good for keeping in contact with family overseas and for the sharing of photos but I don't like all the game type things on it - I wish you
- oould just scroll _r__lc_l___delete as you 9o like emalls .

ol don't make'a fool of yourself at work, at a BBQ or-out on the town::
3 New appllcatlons wrth famal recognmon software concern me

1 found it extraneous to my needs E malt |s b tter and more persona! to keep in touch with friends. I started a face book page for a lost and found
web site which 1 run but it was always difficult to get in - either it kept locking me out or I forgot the password. In the end it was much easier just to do
everythign via the web site. I also found that I didnt have the time to manage both the web site and the face book page. I also found that all these

. people who I had never heard of wanted to be my 'friend’ which i found quite invasive. It kept telling me when people's birthdays are - i only bother
with direct family birthdays at the best of times so why I'd want to know strangers birthdays is beyond me. However.. I can see the relevance of it for
particular causes (ie setting up a community awareness site with info on what the group is doing ete - for me on animal awareness) but not for keeping

I get the :mpressron frorn what I hear of these s:tes that they can be a great way ef keepmg up to date wath people in other cities or countrles The B
: wassde appears s} be that there [s a bit of ness and/or bullymg gomg on I wou]d not aIIow my children (aged 5 and 7) on any of these sites,

Idon't have an account in my own name - 1 Use eomeane elses ‘so my personal :nfo is pretty safe! The famlfy tnemberl use It to communicate W|th '
uses a varlatlon of her name for her account.

trace of their presence ““There Is nothing T'can see that would Indicate that my. profile has bean hacked but then I cannot be 100% sure g

1 feel that the settings of 'friends’ accounts may be more open than mine, and consequently my information be made availabte, I have disabled my

. account, I hear an experience about every 3 months of how someocne I know persenally or through a friend has had a negative social experience -
_ wh:ch Is not so!ely due to soqa[ media - but 'aided’ by it.

" ‘element of privacy in orde to acess these ‘social networking ‘sites, This can be mitigated In‘part but never solved (it's the nature of the beast);

T think to stop hackers ot spammers there should be a way to make a new account without loosng photos and friends. That way u can make a new one
_and report ur old page as spam n the network can take It from there

on b

ommunications; I deleted my ~acebook ‘account and never looked. back
I have had a bad experience with online chat some years ago when I became fnendly with someone whom I didnt know initially who later disclased

effective and fast way. to get tha message out there: Particltarly Useful during natival disasters efc. :
1 change my password regularly to make sure that hacking does not take place. I make the passwords difficult and never use the same passwords on
Canyce other a ppllcatlonslwehsrtes I Luse, ;

50 th is.has helbed me. |n !eamiﬂg the |mportance ef prwaw settmgs I [ :
. It's mterestmg, but falr!y bormg 1n general Though I make sure that on[y mformat:on I don t n'nnd havmg llterally anyone knownng is on there :

necessary settlngs to‘ensure a ‘degree’of prwacy
. Feel very much yhat |t is da gereus

. I keep lnfmmatlon on there as Ilmlted as possmle Rather than a tool to make social contacts I use |t to view public commentary on sodial issues,
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ort | ing sites/posts very quickly. T
Sometimes people hack into your account and do stupid things, such as posting random statuses or talkmg nonsense to your friends and annoy them.
" Also, sometimes people post photos which make people discomfortable. >:(
al i

i tting attached ko’ metadata’embedded in’ photos.
Have heard many horror stor[es of mformatlon bem rnlsused and facebook members recelvmg maElctous emalls

I have made myself aware of prsvacy issues and security on llne I am careful about what 1 say and expose myself to due to my work position and
, personal opinions/standards, T have the added benefit of computer savvy children who take and interest in my security as welt. Through work I am
also very security constious but not cautious to the point of restricting my interests.
i f

The use of social networklng sites is promoted by the media in a way that encourages negatlve use, This is a pity as they generally have a positive
ontribution to make.

TmanIT professmnal and I don't post anything to the web, whether supposedly private or not, unless I wouldn't mind the world knowing it. I think
: i issues regarding social medla that need to lJe worked out

I do not favour online social networkmg sites and'therefore do not own a Facebook account etc. So no personal experience to share as I don't us :t I
. have a 12 y.0. who has been asking permission to join Facebook for the last 12 months. To date he does not have an account and as a parent, I will
try very hard to hold it off for as long ag I can. I have also explained the lmportance of mamtammg hls pnvacy at all times online.,

There have been posts from friends on my wall suggesting that I use a software application of some sort because they have used it and recommned it
-~ however this post has not come from them at all.
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S14L T seems that 15 no prlvacy onhne despste vendors assura Cs.

1 '142 it's not personal You write to other peop]e and never stbp to listen much. It's aI! to easy to waste hours at a time on the sites. I quit having a h
facebook page t because there is more life to be lived in the real world.

i games mteracting th others 3
Social Media has it's metits, however users shoud be ever mindful of the content and mformatmn that they put on the WWW. I have never had any
) issues wrth Socrai‘M_ed:a but then agaln my usage is extr_emely_ rare,

ol 'private details gave or, sold them o the 3rd party : ;
I have found people use it to create alot of Hate Groups against individual people anci that the people who run the socral networklng web5|te5 dont do
. much when complaints are put in about cyber bullying and harrassment. Ive also discovered that people use it as a means to gather information to
then share about people in legal matters as well as for stalking them through fake profiles.

. r den't like how people put up pachures of me and tag them

felt that Privacy options on social networking websites :
-7 We have'less control on what we can limit different people to see;

. Shanng my travel expenences and keepmg up to date with my ﬁrends who are scattered aIE over the world

" use them to spread liss about mes :
. I have been CaUUGUS asklng Iots of questlorls before startang and keepmg up to date w;th thmgs Iake https needed for facebook etc

requmng adwce, or-just gnppmg in general & do'not seem’ to stop_ & think that aII they say is 'out there'
. It's greatl

ic '_.'__prefer't' _keep my prwate Itfe prlvate

. It's a pretty good way of cennecting with famrly and frlends but can set up fdr embarrassmg moments. Also you need to know who to trust online.
. Some people aren't who they say they are.

I can change what |nformatron is shared and ican do this very well, as a admm ofa group, i know how targeted ads can be ina way thrs is smart, but
naway it infringes on a persons pnvacy
k£ "

“about’T mel may not wish ta'share :
162 I think I am very aware on the social networklng site that I am connected to wh1ch is facebook, after deing a huge health proraotion on facehook last

; Mriends® pages seems scanly common.
T K's privacy.issues, but changing it myself. is easy enough;-thotgh they should really publicize for more people to do this.”

Belleve that there is nothmg that is private about any of the sites! All these sites do is leave the door cpen for identity fraud, stalkers, bullies,
" vultares, an_d_ overall do not ¢ offer any monltormg and/

b 'A few years ago I put my detalls onto a datang web5|te and some guy got :n”touch W|th me and sounded rea]ly Iovely hut he was actual!y a gdld digger.:

. I put that I owned my own home and was financially independent or samething like that. This guy was a nasty piece of work who actually rang up my -

employer and spread Iles about me because I told him I wasn't mteres‘ted in him and he was pissed off, :
e p i

y.
_facebdok “Advertising ‘doesn'twarry me = T would Tather see_advertisements for-Joni Mltchell T—shtr’e; than.penis enlargement products
While T was using social networking, I discovered a beautiful person who is now my wife. With a number of other female contact, I felt it necessary to °
170. remove social retworking from my life. T was alse cancerned to discover the number of security issues that social networking sites suffer and the
fease of such 1n_forrnat|on As such, Tam glad 1 made the call to give it away. It is not missed.

172 Net safem
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é Received unsollated ema[ls on Facebook from people who sald that they were Imy fnerlds. and wanted to be friends with me. Didn't know them so
- cancelled deleted m rp.ﬁl:sa_T s

“this to'the teacher. “The schoal took it very serlous[y and ‘reinforced to the children that. they were ot su pposed to have pages!
I love that social networking allows me to keep in contact with my friends and family however I find they are constantly changing (including their
. security settings) without notifying those of us who use it. I am unaware of how to contact the administration team within facebook so should I ever
~_bein a position where my account is "ha T would have na idea where to begin in order fo report such a matter.

I have been hacked mto before but changed my pnvacy settings and It has not happened agaln If sbmeune posts a comment about meora photo of
: Idon't approve of, 1 contact them personaily and ask them o Jemove it,

”“students at schooE are constantly wrltlng negative thlngs about each other and our admlmstratlon has to waste a Iot of time sortmg through cyber
) _' bu!lylng issuesl!

i I find social networking services have relative'[y'hmlted value for me. I only occasionally interact with friends and colleagues using th'es'e'tcols asIcan :
. just as easily do this through email, phone or other personal centact. I never interact with people I don't know, and would never consider doing so.
Some more business centric services, such as LinkedIn can be useful staying in touch with my professional network.

T am hesitant to use sodal networkmg, both because I am concemne about the lmpact on mv pnvacy and ecause I dont have a [ot of time to evote
. to an oniine profile. I do have a Linkedin page, which I use to profile myself professionally, but I have stayed away from Facebook and straight social
webs!

Some of. my persbnal detail
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¢ 214, Anyone stupid enough to put personal information out on the inte deserves whatever comes their way.

They are an insecure environment for all that use them. They are form of networking which allows very [ittle capacity to identify those exploring your
profites and communications. These poor security measures expleit the naive and vulnerable of society. Social Networking sites foster a culture of
voyerism and the short history of social networking has demonstrated that our young people are being continually observed and targeted by those
with sinister intent. Social Networking is used by criminal organisations around the world as a way of communicating specifically about their cbjectives
without the capacity to be monitored. Social Networking sites should be more heavily regulated by international governments to protect the individual
1 216. and the vulnerable; Social Networking sites promulgate the ability for offences to be committed against children; they inadvestantly promote the
capacity to foster criminal activity internationally without regulation; and they have all care and no responsibilty for the preventative security of these
sites, choosing, rather, to only act once infermation has been publicly aired about serious offences such as murder and child sex offences. In my
opinion, this is far too high a price for innocence to pay so that a website phenomencn can exist, It is such a new stream of technology that the full
impact of these sites will not be known for many years and it will only get worse as global goverments will be too weak in thier intentions to make a
) _dafference to this phenomenon, Many, many children will be exploited, harrned__or even klI!ed Dby then.

Strange people want to be your friend énd even though you can say ", |t feels I:ke an |nva5|on'“of prlvacy' Eueryone eise finds out each others
- gossip, A wfull|l

Iy, b -
s nd which someumes causes concem among other relatives, also, younger teenagers sendmg ‘Ilke Ilnks to qu:te unsun:clble 5|t
i bElIEVE that I am much more security and privacy conscious then my friends on facebook. I opt not to be "checked-in" to places by fnends, and1
. have selected who can view what on my page, etc. My biggest problem with social networking however is that anyone can upload photos of me

% helpful'in preventing such acts.: :
. Not reaily in rested in shanng my |nforrnatlon globally

i ¢ for.things like school retinions commg up; et
1find it a good avenue to advertise events and form groups of people with simitar mterests hut find it unecessary for people to post every thought or
. action they make. I also do not like when people post photos of me and tag me in them so everyone else knows who i am. People also don't seem to be:
., aware that once tagged the privacy settings of photos change and can be seen by everyone.

“T'am sHil hesntant to "share"
Pecple should be aware of the h ge imp
thousands of people worldwide read it, and any one of these people can contact you on your facebook site. T have always had high privacy settings
" on my facebook site, because I value my privacy and don't want anyone acessing photos and information about me. The advertising that facebook
5 easy to block.

ag |
i essennally be 'spam'if in an email provnder context : i : e
My social networking profile is not in my real name and contains no information about me. I have it to be able to Iog on and Iook at the proﬁle of ather

: I don‘t 'post ony peréonal informaticn and use the facility to catch up with friends’ activities and news. While I have concerns with privacy, I also am
" concerned about the use of privacy legislation as an excuse by some public users not to provide information

wathout tel[mg you:
I think it is fine as long you understand how available everything you put online is. I regulatly sweap my online information to make sure it is still
- appropriate for the peo le I network with to see

elieve at. somal networklng s;tes are e1th er used for two reasons, 'for keepmg m touch wn:h famlly(whereas emazl i
11as) OF mostly for staiklng and bemg i lve of personal anformatlon about others
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. 250. T enjoy social networking but I want to feel safe at the same time,

) .I find the prwacy settlngs mformal:ion seems too vague and confusmg, the terms and cond|tons are too confusing. the tracking thlng on facebook is
" very. concem:ng as i hate spam mail at the best of times

to be very fow. legaE constrain
R I ﬁnd the gl.lll]blllt\/ of those who network frequently 1ncred|bly alarrnlng

i’ ‘3 positive manner.
A I don t feel as though the pnvacy settmgs are clear or easy to use. They confuse me..

i count bt it has happenad
. It‘s beneﬁcral in reconnectmg or ﬁndmg famlly

" T have been cyber stalker & by an ex boyfriend, which taught me all about privacy and the settlings available. There needs to be better laws to protect
' you from cyberstalkmg_and br_each of conl‘ dence .

Fisks of: usmg soqal networkmg in the oourse of conductang ofﬁma[ busmess : eg “for contactmg chents undertakmg
estigations, gathering evidence.:There is a strong demand from both practitioners and management to develop policy, and guidance i this area.” "
270, ; I don't like that the compames can take away options or force you to disclose information you don't want to. For example, Facebook now requires you
0 enter a gender optmn ins of leavin don’ this.

2 I'work in ITsecunty a.non techmcal role, and am amazed at how :gnorant people ( and colleagues) can be when posting prlvate info on FB. Identity
theft is rampant, and people wonder how all their infarmation has been obtained..

: ‘Ido not puf any information on there I would not be comfortable with anyone else se
would never put anything personal on there about myself or anyone efse that could be misquoted or misconstrued, However photos are a bit more
" uncantroliable in that people can put a phote of you on without your permission and you cannot take it off the person who has loaded it has to- it may :
1 i

: When I lived overseas it was a very valuable too! for keeping in touch 'wmh fnends/famlly Now that I live back in NZ I find I use it less and less. It also
i © 282, seems to have lost some of the "new fad” value it once had. 1t still has real value as a way to keep in touch with friends who don't five around the
_corner.

: I'thlnk others put too mu'ch personal information on social networking sites, I fimit my contacts to people I actually know and mainly use it to keep track”
: 284, of friends and family and birthdays etc I think many people are quite oblivious to the fact they have posted so much private information about
* themselves in a very publlc forum and the dangers this might pose for them in terms of their identity and who could use this. Having said this, social
ki

286 I use |t to keep myself updated on the latest lnformatlon and am mvo[ved in usmg It for educattonal purposes.
%7 of % peopie T consider to he'my direct family have hiad Their sodial nébwork site hacked: T believe this may be related to their iack of knowledge
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" rore’ o&en than ‘avery. few years (UK). :
I'm very careful not to allow applications into my sodial netwo ing pages tha reqwre access my persona |nforma ion. I decme invil
. when they are asking me to dick on those sorts of applications. T will not add anybedy simply because they ask me to - I only want to be in contact
_with people T know well,

“more’ and bloc ed this partlcu[ar person: Anc! ‘am now | more ca'reful about whatI pos :
1 use an abbreviated version of my name for social networking profiles and change the combination of information about myself to further protect my
" For example, my name, DOB and other ldentzfymg information is not

'a lot of trouble with former 'fr'xéhds"aha' some family members that ended up into an argument due to information posted in facebook. As I have
.. camman friends with those people I don't get a[ong very well Sad bUttrue, e
_"Someone posted pictures of me that | didn't want and she refused to take 1

. Not at the present moment.

pammed on gccasions inviting me to. 519n ups 1 have re5|sted such attempts'
i wou!d not hke to teII you where i iwe my sex and age

gt ing well versed in‘cyber erime and 1D thett, absolute]y no’ ldentuﬁable information will be on the site:
I find it useful to keep in touch with people whom I already know, and who I can't conveniently keep in touch with any other way In other words, T
'_ use it as an alternative to Ietters, em I_o t_elephone calls. and ] tend to keep my. correspondence private,

AKE Iy
i :-‘;_use it with’ the know!edge that it becomes public mfo : : s
. Largely Use the sutes to keep up to date wrth what is happerung in my somal group and aIso for pfaylng games onlme.

nk” When (out of curios ty): I
" the site. Very annoyingl

you 'want to and you ‘know what is happening
. On 2 occassionsl have received a message with a hldden virus, Erom mdswduals who‘d had their site hacked.

19. T have regular[y:_'_f'moved':___mllylfr__ nds due to the
. D[drl’t like it.

"1 have recently been contacted via Facebook by 3 men I “don't know, Wantmg to make friends with me. T do't understand why this s happening all of
" & sudden, especua[ly when T'm usin the_maxumum privacy settings avanahle 1t concerns me.
h .

_ at-work, I: won 't sayit onlme
o34, _Its a crazy wee world
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it ".32'5' ] feel no need to five' my life'in the publlc damaan of ‘social n' twork g.
“as appropriate. And the "postcard ruie" applies to email.’

It's the re5p0n5|bllrty of the user to ensure they are :nformed anci using the vanous anacy tools on offer to limit their exposure on socral sites. The
_'__Pollues are very clear and the variety of options a_Ilow the user to preqseiy manage the level of exposure their information gets.

5 hea:"d ‘and tatked about with frrends— asT dont read all of the online blurby::
There is a lot of random people trying to add me, which i have had no personal cuntact wnth them at all on Facebook and i am concetned that people
" ¢can find me rf they search  my name which | do_not want that but there Isno feature to turn off your name when brcwsmg

+ people’ mlght want or. buy : i .
L generally wrli not post mformataon on me |nternet un[ess |m comfortable W|th the mfdrrnanoa belng made avallable in the pubhc domam

. 1 kry not to put up too much personal information and mainly use it to look at peoples photos and see what they are up to, also organisefattend events
" as lots of people send out facebook invites now, not emails,

h 1 try to keep up to date wtth DFIVEICY pmtacols on Facebook but I ﬁnd that thmgsare changed fairly frequently and not always with not|ce which
340. rnakes it difficult to stay safe. I'd love to see a requirement for these sites to notify any changes to privacy rules or setup so users can stay up to

. excel!ent to keep m touch wuth chlldren who |IVE in other countnes

S ;not provrc[mg such’ details incréases my persona[ secunty. ;
1 think some people hide behind the facade somethmg like cebook prowdes & thls a ows em to post comments that ey would no say to
. ¢ i es_I feel |5_huge'_&_1 try to use them :_as Ilttfe as p035|b1e .

:Facebook is a great way of keepsng in touch and reconnectmg wrth old fnends Frdm 30 odd years age I am a) old onought to pre-date the fear of
. having damaging digital images and information about me and b) mature encugj net to worry about it anyway. But young people will be coming unstuck
_.as their careers Progress,

* Jargethat’ ‘are best kept pnvate ‘I have also'seen’ alet of :nstanc& ‘of “bu!ly:ng ‘which makes me question | :
I do not use my real name on social networking sites, I also use an anonymous email address. I have no ‘friends’ Ionly joined so I could participate in
' one SPECial interest goup, whlch isa clased group. It is the only thing that I read and I have since met a few people from that group in real life.

: 1 dlshke rt mtensely I ﬁnd emaﬂ/SMS/Phone suﬁicemt to cornmumcate wnth whu I want when I want. I find social networking sites immensely invasive
L 352 that deny users the coice of controlling who gets what information. in particualr I find Facebook the waorst of such offender. They purpot to be so

" caring of users privacy protections and yet they bury those choices in the information on their pages and make the exercie of sauch choices
. Unnecessarily difficalt, I often wonder why. e et e
i inly-use i up wrth what fnends/famny are domg I never post rnformatron about when IWI  be going/doing something. T may talk about

Using Facebo P p
users upload their profile details appears to be very sound. Hitps provides a secure means for the transaction of data over the internet {ie: via
farms). It should be noted that Facebook now allows profile users to enable Hitps at all times while viewing Facebook, instead of defaulting to https
356 while editing profile information. This may appear to be overkill for those who are IT savvy, and are wary of their personal information, hawever this
" pravides peace of mind for people who are new to social networking. It ensures that any comments, or actions on Facebook are protected from third-
parly intrusion. At the end of the day, there is also an onus on the end user to ensure that their personal details (especially email addresses and
passwords) are not disclosed unnecessarily, or subject to phishing attacks. An email address is often used as a door to an individual's personal and
....inancial information by hacke

'iBeen di'saapei'nted"when'soci'ai netwerhin'g' sites'"'(':hange their privacy dbtlonsfdefaults without informing and edueatlng users sutﬁaently. Thankfully I
- try to l_(eep aware of such issues, and most things are mentioned in podcasts, or on other websites that keep track of the social web,
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: ;362 Why does Facebook ask you for your telephone number when you want to increase the level of pnvacy ? Thatis totaliy prlvate info for them...???

3.63 T maintain a fairly basic presence so that I cam make myself aware of the technologies and monitor my daughter's online presence In regard to the ”
R -:_marketmg ‘'of User information; users must be ‘made aware that they form the-'product’ and are not clistomers of the SN provider 5 E

. My facebouk :nfonnatlon is del|berately not all accurate to protec:’c my pnvacy

_ Don't like it. Thmk it [eaves no personal p'i'l\"éty whalsoever Sites like Facebook if you put up a picture of yourself/loved ones, you dan't actually i
 have any real control over who else will end up g it anywhere in the world.

I'm less concerned about what social media sites do with my information in terms of advertising - that's almost a given on a fee-free service like
facebook or twitter, and although the advertising is tailored to my interests, it's still largely anonymous - but there are strategies you can adopt to
370 minirnise the impact of it. I'm more concemed about the possibility of a site that 1 use sharing information with other parties - like law enforcement or
" government - although I've never done anything criminal to necessitate i, I don't like the idea that my political or social ideologies/affiliations may be
used against me at any point (not necessarily in Australia; I travel). T'm also concerned about the risk of harvesting and sharing information directly
from my computer, and the risk of viruses, since I recognise that not all users of the sites that I use are technologically competent.

1. Social networkmg sites are generally very poor at disclosing ho ey work, and how they use d
disciosure is written in obfuscating legalese designed to allow the site to do almost anything without declaring it. 2. It is extremely dnfﬁcultto
understand, prior to signing up, what social netwaorking sites actually do and how they operate. If people knew exactly how they operate, many
careful people would make different decisions about data disclosure. I think there is a case for all social networking sites to provide a fully-functioning
dummy trial "sandbox" account for users to play with before signing up with their real data, hut social networking sites would need to be legislatively
dragged kicking and screaming to do this. 3. Social networking sites go to great lengths to obtain access to users' e-mail address books. This should be
made illegal. Many users on a social networking site find themselves repeated confronted with a page that displays to logos of *other* sites such as
Hotmail, Gmail, Yahoo Mail, and demands the user "log in" with their e-mail address and password. They are not "logging in"; they are handing
confidential login data to the social networking site so it can rape and harvest whatever it wants, whenever it wants, in the users’ e-mail account. This
should be illegal. Many people just enter their e-mail account details as a reflex without realising the implications. LinkedIn.com is a BAD offender. 4.
One of the most insidious aspects of social networking sites is the ability of users to create records about third parties without that party's knowieddge
and without that person's even being a site member. For example, on geni.com (supposediy a genealogy service but in reality just another social
378 networking site) , a distant family member posted a lot of data about my family unit and other family units, full identity details of living people including
: " plenty of data that would permit identity theft {full name, mother's maiden name, date of birth), photographs, location data, and, in some cases,
supposed sexual orientation, WITHOUT ANY of those peaple for whom records were created even being members of geni.com and without their being
consulted. Once this breach was discovered by accident, the family member who perpetrated this cutrage was found to be considered by geni.com as
the OWNER of the records, and geni.com refused to let anyone other than that person who created the records after the security settings or delete
or medify the records. We had to physically find the person concerned and threaten that person in order to get the security lock released, and then
we were forced to delete that person’s created records for those family members and then, further, we were forced to sign those family members up
as members of geni.com, against everyone's wills, and to create records about those individuals which those individuals could then "own™ in geni.com
and control in geni.com, purely in order to protect themselves. We had many discussions with the customer "service" of geni.com who had a
intractably negative reaction and total disinterest in allowing pecple better protection. Sites like geni.com are very dangerous. 5. Photos posted to
social networking sites are very dangerous to individual safety. Many photos are taken with GPS-enabled mobile phones and, when posted, contain
geolocation data which precisely identifies the point on the earth's surface where the phote was taken. We have had to BAN anyone taking
photographs around our family home for this reason, and to be especially vigilant about young people (who have no pnvacy awareness) with mobile
) _:phone cameras, They may be gwmg C lmmals such as paedophlles a free klck as i« d t ld

Thave a d:ploma In website design and understand a lot of the things I am doing on soc:al sites such as Facebock and more mpoztant[y how they work
In terms of privacy and Facebook using my informaticn I am slightly concerned, I know they have changed the terms and conditions / privacy settings
384 to allow them to use a lot of data that people store about themselves. This is potentially scary as I doubt there is anyone monitoring how they are
" using it. But in regards to these online social groups, they are huge and here to stay. What worries me is the sheer amount of ways for people to
make money through the various enline games, dating groups/apps etc. With so much traffic coming through them they must generate a fair bit of

7 “throligh photo taggmg “It's ot hard o look after yourself on FB.if you are careful,’
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o 38 Facebook again has altered privacy settings to allow additional access without consultation, "Let friends of people tagged in my photos and posts see
them" popped up, overnight, and was ticked to "allow” by default, They contlnue to. mfurlate me.

1 only post information onllne that I don't mmd hecom:ng publlc domain. Relymg on prrvacy controls only protects agalnst p vaO/ agalnst day—to day
usage from ordinary users, and cannot stop someone who wants to gain access to your information. I found privacy controls on most facebook and
392. twitter difficult to find and change, and they defaulted to a "allow alf' (no privacy). I don't mind targetted advertising on the sites (and have purchased
some items from such links), but will refuse custom to any business that uses information from a targetted site in another context {e.g. email )
...harvesters)
oz Hard to guess password ‘Pont put persona! mformatl
‘=72 be'identified ‘with These things all help in:pratecting’ pnvacy ‘There is nothing on the ‘site that | i me; apart from my name,and that is mis-speit’ anywa
I no longer use social networking as it often leads to an unspoken obligation to add someone as a friend when I genuinely have ro interest in them
o other than helng an acqualntance Not being in facebook allows me to avoid this awkward social occurrence,

"I believe we use these sites at our own risk, if you don't want your information broadcasted don't put this on. I don't make updates about myself and T
. imited what is used on the site. Being cautious is never a bad thing, I met my husband through a social network site and now have a wonderful baby

touch:with f _muy and friends all over the world e
. At the end of the day, I choose what information I am comfortable bemg avaliab]e onI:ne (and potentua!ly in the publlc area)

“thinking through all the'jssiies
Best advise is be selective about the profi
:__happy to say II'I pubhc )

'The socnal netwark 9 has h ped me keep i
) . 0 cautrous of what:t_wnte an

currently have been receiving prwate messages that have everyone on your fﬂend hst in the conversatlon and its some sort of vn‘al thlng where
averyone on your friend list and everyone on their friend list gets a spammy type message its really frustrating as I don't know how te block them and -
* fast message I got had the f word in the title from a mans fb account which is really embarrasing as I openly use my fb account in front of my husband :
and kids and when somethmg like that Lomes up its really disturbing :
fo.

“‘and poor socialisation, perhaps ‘the exact things slectronic networking promised to redice’
1 was using Facebook, and had it locked down on the strictest privacy setting but then at one. ¥ p
. settings and asked us to reset them. T wasn't a frequent user of the site, and so my page was wsrble to everyone for goodness knows how long. I
... domttrustitnow,

422, Socaal networklng hasit's posstlves and negatwes, howeveri do belaeve that there needs to be more securlty
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T think these sites tan b :"\_(ery very dangerous if th user is Yourig or immature. I think thereneeds to be some regulations controlling the age
-_;_'5users T personaIIy'Iove the site I-use; however I'am very careful who 1.have on my'friends’ Ilst and what information T share with others.’
I closed my facebook account recendy {still in the cooling off penud) because it provides me with nothing. No point in nskmg it (not that I seeitasa
" great risk).

. some people are not aiways who they say they are

-rather than online;
. 1o

have never b

1 re[y on sodlal networiung I'm very ume-poor and wa Facebaok Linkedin, my blog, and twitter feed I'm in regular contact with my friends (who also

lead busy work & home lives) with whom I'd otherwise I'd be slowly drifting away from due to lack of other means to keep in contact. In a work setting |

T'm up to date with my professional colieagues and my onr-going connection with them is both richer and more rewarding. With NZ being so small I don't:
" have a single equivalent locally and to maintain peer relationships (all overseas) I'd be lost without the mix of online social networking channels. I'm

concerned that your survey doesn't ask how you manage your digital footprint and assumes that those fitling this in are new enline networking — I've
__been online since 1992 {my first personal we,_ snte) and a numbe of my colleagues

% to get an insight into a prospective 'employee :
1t is very hard to work out who can see what even wuth the tlghtest pnvacy settlngs posznble It is also hard to work out how to stop matenal Idon't
want to appear on my facebook news feed or wall. I still fear that information about me is public that I don't want to be. I was also pretty worried
o when it seemed that nasty questicns about my daughter could be posted on her page without her permission as a result of one of her friends clicking
i1 436, on a nasty app. The question was asking people looking at her page whether or not she has taken ecstasy. New things keep appearing and always I

: have to keep checking my settings to make sure they are not allowing some new thing I don't want. It requires constant vigilance. I only really keep it
hecause I need to know how it all works. It seems you don't just have to worry about what your settings are, but also about the behaviour of your
__friends, which can have an impact on your page.

1 didnt understand when I went on to trip advisor to lock at accomodation deals it came up with friends that had visited wellington, how can that

i happen when T wasnt lagged in, I found that very dl_sturblng ) i )

ssentlaE that'the anacy optsons be made’ very'apparent to users Ithmk if Pn Y settmgs are res ected and malntamed by the_SomaE Networ
3 2 di g

I've limited as much of my persona! infermation as possible to just friends on Facebook, but some stuff is viewable to everyone. Also, it's always a
i d||mma whether to_accept someone. as a fnend You don t want to offend them, but it does lisnit what you want to use the site for

the privacy especially on face book it is not fair, and I tell them by my message to ( face book ) privacy to correct their privacy and I tell to comect -
some information about this problem,, the problem is don't respect the user when he or she used the chat or used the add a friend exampie ,I teli them
. about it to don't send warning if any user send message or added fiiend to request new friend example if he didn't know him that's not problem for
another side if he confirm him or not, this case is up to another side if he accepted or not , therefore why the privacy or the administration of face
to send more information in the near future thanks.,

& sodial: networkmg sites = often ‘petpetrating rumolir ‘and innuenda rather than: substance and’ fact :
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work for a company.that i through b T'compliance; T think more oranisations should take this responsibility. - i
Someone set up a facehook account with my plcture, in my name. The police were uninterested, which was a shame - a Iaw was broken s tthe

) respon5|b1llty of me; facebook the Ia ;.or...nobody. by was scary, and was Ieft W|th no comfort or resources to empower myself,

“-has’ } nd I’ momtor what I'say or do as a Consequence::: :

Luse it to keep in touch W|th famt]y in UK. T recently changed my privacy settings and the amount of personal lnfo from my account I use facebook as
my central site, with twitter more for engaging with likeminded people re topics of interest where I am happy to follow or be followed as #s more
" generic. I also use linked in but thats my business ‘facebook’ page so I held different info on there. I work in emergency services and social media as a
whole is a fantastic tool for engagement/

3 by having'a facebook page I no longer had control over my, prwacy ‘and my re!atlonshlps - .

I think that people need to understand that everybody has a "private life" and it's ridiculous to assume that people should behave in their private life
as they do at work. Having said that, though, I do minimize the number of work people and my parents that can see my facebook activity. Iam not
ashamed of the photos or comments that they would see but I do like being in somewhat controf over the image I project to them. 1 don't want my
maother to misinterpret what is happening in a conversation or a photo, because this has often happened before. I would rather people make decisions
about my character based on my work performance, rather than my social life. I don't feel ashamed about anything in my private life really, but I don't’
. trust that other people have enough sense to interpret the information correctly. I am pretiy disqusted that somebody would be stood down in their
workplace because of photos or comments they have made in their private life. think photos of people vomiting, nudity etc aren't a good look for
private friends or work colleagues to see. 1 think those photos are reputation damaging and rightly so. However, photos of partying, being silly,
drinking etc, mostly, shouldn't be that reputation-damaging. As long as you aren't behaving this way during work hours, I don't see why there should
be a problem with work colleagues seeing these images that would jeopardize your job. People should be praised for having such a fun life outside of

i :'-"the dangers', others Felated to you maY'not and you are at 0dds to do. anythlng about it
upto individual users to be aware that whatever they post on social networks is now in a public arena; if you wouldn't say to a group of people in a
" room, then don't say it on facebook etc

4, Went on Facebook dldn‘t like it. Then ane day it wouldn't let me srgn' in without a cell phone number to "conﬁnn;' who 1 was I couldn't be bothered, as
I wasn't really usmg it and by then I was bored W|t_h it,

> ferminate 3 staff for breaking privacy with our organlsat:on:based o what had been’ posted._=:
I wouldn't know if someone has hacked into my Facehaok - I'm not that IT literate to be able to identify that unless something biatant happens.
476. Concern with other's posting photos without consent - privacy does not seem to address this. There are some photos that others may have which 1
.. would not hke posted_unless consent was oObtained fromme.

"I warry about children that are easily able to access all kinds of social networks without parental knowledge. In particular, facebook and dlub penguin 1
have personal experience where a child was able to lie their way into the site without parental knowledge, The sites pretend to conform to legal
* requirements but in reality are just protecting themselves and seem to have no duty of care. Some sites even seem to target children and explain how :

I control what I put on sodial networks In terms of advertising, ekc, you have means available to ignore it (j.e. de[ete from email, etc) so this deesn't !
really bother me,

.”I use facebook I very much dislike the way they run and use the information collected from its users, but If I was to leave all my friends use it and
: then I would fee]_le_ft out of the loap as it is used for orgamzmg gatherings etc,
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g whether'a |atter; emanf ‘SMS, ‘on Facebook or twitter, whether it is '@ private closed network or.not.
488 Great survey, very clean and qmck thank you'

e -'.'certaln “day-1 would. have told tham thrcugh other means
490, I work in the ICT, Business Development & "Sacial Med
. :___resuitsf http://url.assistnz.com/jess

“1do nut I'|ke Social Networkmg sites. T only use it to see what Facebook can do as I am a webmaster and obwously you need to consider how a website
500. can benefit from Facebook and other social networking sites, I use YouTube and do not have a problemn with that. However Facebook is a different
kettle of fish,

s __posted ‘highly offensive comments that’ have placed her continuing’ employment as a teacher in jeopardy.: Thls kind of thing really woms me::. 3
Became more concerned after cumpletlng the survey. I would expect that the site would collect info for advertising they are letting us use the S|te for
free it seems falr Age of 30 falls 1nto 2 d dlfferent brackets Just thought I would pomt that out.

communscatmg ‘Bt peop[e should be very careful what they post'
512. I do not publish conﬁdentml information about myse[f on socnal networiG.

I predomlnanﬂy use Twutter but also use Facebook as well both 5|tes are lack!ng |n thew secunty and privacy pohcnes ‘taking this in to account, I use
514, both sites in a manner that I consider puts me at the least risk possible. In regards to my Facebook profile been "hacked" - I do not fike the mass

media's use of the word "hack™, "hacking” or "hackers™ - I deem that my Facebook account was "maliciously accessed” - I in turn took my own steps to
o rectufy the mtrusmn of my Facebook account

" peoples profiles. It is a great taol whan Used rasponsibly i :
1 have had trouble with facebook ard the difficulty in changing pnvacy settings and removing accounts which I don't want to use o no longer want
uthe[’_s_: to view, This has been distressing.

> Facebook -1 wauld like to be able to change the privacy settings towards specific people (ie: some people see all my info, can comment o
" while others have restricted rights);:Currently its‘allor nothing - :

I use facebook mostly to see what my friends are up to, I rarely make any commenE as i don’t partlcufarly want everyone knowmg Wi at Iam
. 522, Also I restrict 'friends' to those people that I interact with in everyday life (including people overseas). I am not keen to have a large number of friends
that in all honesty I don't care a becasue if T did care then i would speak to them.

H the content. 1 place on’ these SltES :
526. Some social networklng service provnders could better inform/notify users about changes to information access ancf[or impacts on privacy settlngs
" This survey assumes you have one social network site. I have 5 far different purposes {Twitter: ‘rammer, LlnkedIn, Picassa, Facebook) The answers::
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i use Facebook to contact peotﬂe overseas whom I know well or have a known connection to howeto'et I occasionally 'get friend requests from people I
. have no clue about. They have very similar names to people I do know or five in the same area but have no connection to me. most of my privacy
settings are on [friends only so I find lt odd that they manage to locate me..

= could not. ﬁnd anything'in‘the Privacy: Settings page to' change this. : i
T'am a reluctant user of Ficebook and really only keep track of what fnends are up to w:thout realiy engaging in active use, My nersonal information
.. on line is minimal so some the answers i ha aren‘t perfectly suited to the reality of my usa

I no Ionger use facebook I was hacked last year and they changed my name deleted friends and changed other |nfo 1 had a face book account for

8yrs. I do not miss it. Will never use it again!!! 1 now only use Ravelry which is a site for ppl who like knitting and fibre crafts. I do not put any personal
" info on line. I post pictures of finished projects and share them with groups. I only have friends on my list that I know well. Also Ravelry is a safe way
o search for free patterns

:-__'put online.’: i
. Great opportunlty to catch up W|th old fr|ends you lose contact w1th over the years

5 D
selectmty is con5|derably less sophsst:cated on soua! networklng lnternet sites,
. don't like the way people can 'tag' others in photos

The only isstie I had was |n1t|a!Iy when Facebook first commenced and someone I knew asked me to sign up as thelr friend (I had no other profite on
the site). Another person from my past found the link and sent me an abusive email which I ignored and promptly removed myself from the site, By the
“ way, 50 has my friend. I now have a new profile, which can only be viewed by my friends. 1 find this type of networking far too time consuming though
_and |ndu|ge rarel).r

Zresulted in workplace refation breakdown and a ot of time'to mediate’
Sometlmes ]use facebook when on hohday to post mfo about my tnp IAIso have 2 b]og wh|ch I update reguar]y

people have posted on my wall! just some uncomfortable things that was just between us two or something or someone ‘whos Is @ pedo has tried to add
‘me and_sald som_e uncomfortable rude things on ym photos

o .Some 51tes change the way informaiton is shared without notifying the users. We usually ﬁnd ‘out form third parties after the fact it would be
. preferable that the provider of the social network sites notifiy theit users of such changes: - before they are implemented, so we may opt out - at
... worst a_ften'vards,:_so we can still adjust our settings or opt out

teenagers who Use these sites ' the photos they ‘post, or comments’ made’=and how it m:ght coma back to hatnt thent wheh ‘they're older (jobs’etc.):
562 I do not Ilke the way the News Medla take photos and posts from pages of people who have not made their mformatlon pnvate
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¢ T'no longér use Facebock due to'the privacy issues. I deleted all of my photos on Facebook prior.to disabling my profile; however, I am aware that my
. prof' le i$ riot deleted as, Facebook doesn't allow that: The only social nietwork site that 1 now use is Twitter and that's for the sole purpose of. gathenng
: mformataon from news sources'and pedple of interést. ; ; s o

-no the:r is no mfermanon

' I cons:der the somal networ!qng 5|tes to be qu:te detrlmental 'espeua[iy to ado!escents Whl!e they may allow correspondence with existing
_'_acqualntances they alsa allow aceess from strangers ar damaglng comments from others.
: . i

pi §
- actually see it as a complete” waste “of time.T'am scdiable person bit seeing what others do on facebook(my. ch:ldren) -
do not like the potentaal power it has - my dtr is obsessed with it and is always upset as thmgs are being said about her, but she cannat leave it alone
- and she now can access it on her moblleI

=7 open view of allowlng Users ta choose where ‘they Viant their nformation Shared:: B e
. I dmi not I|ke the :dea of random people wantmg to be fnends on facebook 50 1 have tenmnated my account.

Number of Respondents 571 -
Number of respondents who skipped this question 2478

WWW.ESUTVEYSPIO.COm Page21/21



